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Digital Forensics Checklist
                          Checklist of Types of computer forensics technology

·  Documentary evidence should be removed swiftly from typewritten pages to external storage such as floppy drives, hard drives or CDs (Chabot et al., 2014).
· Creation of new forms of virtual evidence for email communications as well as ecommerce transactions carried over the internet.
· Keeping the location in mind as the evidence needed for the forensic investigation may reside in one or multiple hard drives situated in various geographical locations.
· Keeping in mind that hard drives or floppy drives retrieved may belong to criminals or innocent third parties such as internet service providers. Such evidence may be regarded as computer evidence but should not be limited to activities involving crimes (Casey, Blitz & Steuart, 2014).
· Relying on computer forensic evidence connected to a computer crime and not to traditional crimes perpetuated by one or more computers in commission of a crime. Computer crimes are defined by state or federal statutes (Chabot et al., 2014).
· Making sure that computer forensic evidence resides in storage media such as bytes or megabytes in form of ambient data (data which computer users are not aware of)
· Making sure that ambient data brings in an element of surprise during an interview between a forensic investigator and a suspect who thinks he or she deleted or got rid of the evidence completely (Chabot et al., 2014)..
· Making sure that forensic investigations include a review of internet log files to determine any violations of government or business agencies.
· Making sure that forensic investigations include a review of the Windows swap file (Casey, Blitz & Steuart, 2014).
· Use of hashing algorithms to determine if evidence has been tampered with.
· Use of computer forensic software tools to document that evidence is preserved and extracted.
· Ensuring that computer forensic processes, procedures  or tools to assist a forensic specialist to identify internet activity, network logons, password or a number of emails deleted from computer memory in previous window sessions.
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